IHOJIO’KEHHE
0 NOPsiAKe XPAaHEHHUs U 3alUTHI IEPCOHAIBLHBIX JAHHBIX 10JIb30BaTe/1el

1. Tepmunbl 1 onpeaeeHnst

CaliT — COBOKYITHOCTHh INPOTPaMMHBIX W ammapaTHbIX cpenctB st DBM, obecrneunBarommx
nyOnuKauio Juis BceoOmero o0o3peHuss MHGOpPMAMM W JTAHHBIX, OOBEAMHEHHBIX OOIIUM
L[EJIeBbIM Ha3HAYEHHEM, MTOCPEICTBOM TEXHUYECKUX CPEICTB, MPUMEHSEMBIX UIS CBSI3U MEXKIY
OBM B cetu Nnrepner. [lox Caiitom B Cormamenun nonumaercst CailT, paclioJ0oKEHHbBIN B CETH
Hutepuer no anpecy: http://www.bq.ru.

[Monb3oBaTenb — monb3oBareiab cetd WHTepHeT u, B uyactHocTH, CaiiTa, UMEIOMIUNA CBOIO
JUYHYIO CTPaHUILY (MTPOQHITh/aKKayHT).

®enepanbubiii 3akoH (P3) — PenepanbHbiii 3akoH ot 27.07.2006 Ne 152 @3 «O
MepPCOHANTBHBIX TAHHBIX» (Aasiee — 3aKOH O MEePCOHATbHBIX JaHHBIX).

IlepconanbHble gaHHble — m00as MHGOpPMALKs, OTHOCSINASACSA MPSIMO MIM KOCBEHHO K
OTIpENICTICHHOMY WJIH OTpeiesiieMoMy (PU3HUECKOMY JIUIY (CYObEKTY EPCOHABHBIX TaHHBIX ).
Omneparop — opranusaiys, CaMOCTOSATEIBHO UM COBMECTHO C JAPYTUMH JIMIIAMU OPTaHU3YIOIIast
00paboOTKy MEPCOHANIBHBIX JaHHBIX, a TAK)Ke OMPECSIAIoNmas 1eau o0paboTKH MepCOHATBHBIX
JAHHBIX, TMOAJEKAIIUX 00paboTKe, AecTBUS (Omepaiuu), COBEpIIAEMbIE C IMEPCOHAIBHBIMU
nanHbiMH. OnepatopoM siBisieTcss MHAMBHAYalbHBIA MpEaNpUHUMATENb THXOHOBA AHacTacus
HukonaesHa, agpec: . Mocksa, yi. ITnemeesa, nom 11, k8. 133.

O0padoTka mepcoOHAJBHBIX JaHHBIX — Jt000€ JelcTBHE (Ooreparus) WId COBOKYIHOCTh
neiicTBuil (omeparuii), CoBEpIIAEMBIX C HCIOJIB30BAHUEM CPEICTB aBTOMATHU3aLMU Wi 0e3
UCIIONB30BAHUS TAaKUX CPEACTB C NEPCOHAIbHBIMH JaHHBIMHU, BKJIO4as cOOp, 3aluch,
CHCTEMaTU3alluIo, HAaKOIUIEHUE, XpaHeHHe, YTouHeHHe (0OHOBIIEHHE, U3MEHEHHE), N3BJICUCHHUE,
WCIIONIb30BaHUE, Tepeaady (pacrnpocTpaHeHHE, IPENOCTaBICHHUE, JOCTYM), OOE3IWYHUBaHUEC,
OJ0KHpOBaHUe, ylaJeHNne, YHUUTO)KEHUE MTEPCOHABHBIX TaHHBIX.

ABTOMATH3MpPOBaHHAasi 00pad0OTKa MEPCOHAJBbHBIX JAAHHBIX — 00pabOTKa MEepCOHATBHBIX
JAHHBIX C MMOMOILBIO CPEACTB BEIYUCIUTENEHON TEXHUKH.

PacnipocTpaHeHHe mNepCOHAJBHBIX JAAaHHBIX — JEWCTBHE, HANpPaBIEHHOE HAa pPAaCKpPHITHE
MEPCOHATBHBIX JAHHBIX ONPEACICHHOMY KpYTy JHMI[ IO MpeIBapUTEIbHOMY COIJIACHIO, B
ClIy4asiX, IpeayCMOTPEHHBIX 3aKOHOM.

IIpenocraBiieHne MNepPCOHANbHBIX MAAHHBIX — JCHCTBHA, HaNpaBJICHHbIE Ha pPACKpBITHE
NEPCOHATIBHBIX JAHHBIX ONPEEICHHOMY JIUIY WIH ONPENEIIEHHOMY KpYTy JIULL.
BiokupoBaHue NepCcOHAJBbHBIX JAaHHBIX — BpPEMEHHOE NpeKpalieHue o0pabdoTku

MEePCOHAJIBHBIX JIAHHBIX (32 MCKIIOYEHHUEM CJydaeB, eciau o0paboTka HeoOXxomuma st
YTOUYHCHUS NICPCOHATIBHBIX I[aHHBIX).

YHUUTOXKeHHEe NepPCOHATbHBIX JAHHBIX — JEWCTBUA, B pe3yJbTare KOTOPHIX CTAHOBUTCS
HCBO3MOXHBIM BOCCTAHOBUTL COACPIKAHUC TMCPCOHAJIBHBIX JaHHBIX B I/IH(bOpMaLII/IOHHOI\/’I
CUCTEME MEPCOHANbHBIX JAHHBIX W/WIM B PE3yJIbTare KOTOPBIX YHUUTOXKAIOTCS MaTepHallbHbIe
HOCHUTCIIM NICPCOHAJIBHBIX JTaHHBIX.

OO6e3iMuMBaHNe MEPCOHATBbHBIX JAHHBIX — JICWCTBUA, B PE3YJbTaTe KOTOPHIX CTAHOBHUTCS
HEBO3MOXXHBIM 0€3 HCMOJb30BaHUS JOMOJHUTEIbHOW HHYOpPMAIMU ONPEACTUTH
MPUHA]JIEKHOCTh MEPCOHANIBHBIX JAHHBIX K KOHKPETHOMY CYObEKTY MEPCOHANBHBIX JAHHBIX.
Nudopmannonnas cucrema mnepcoHajabHbIX AaHHbIX (MCIIJH) — COBOKYIHOCTH
coliep)Kaimuxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAaHHBIX M OOECIIEUMBAIOIINX HX 00pPabOTKy
I/IH(I)OpMaI_II/IOHHBIX TEXHOJIOTUI U TEXHUYECKUX CpCACTB.

2. O0uIMe moJIoKeHus



2.1. ITonoxeHre o0 MOPSIAKE XPAHEHUS U 3allMThI NEPCOHAIbHBIX JaHHbIX [lonb3oBareneit Calita
(manee — Ilonoxenwne) pa3paboTaHO C MENbI0 COOMOAeHMs TpeOboBaHUH 3aKoHOMaTeThCTBA PO,
CoZiepKallluX IepCOHaNbHbIe HaHHble W uAeHTH(uKanuu [lonb3oBaTenel, HaXOASIIUXCA Ha
Caitre.

2.2. Tlonoxxkenue pazpaborano B coorBeTcTBUU ¢ Konctutynmeit PD, I'paxxnanckum Komekcom
PO, neficTByromum 3akoHOAATENECTBOM PD B 00:1aCTH 3alTUTHI IEPCOHAIBHBIX JAaHHBIX.

2.3. IlonoxkeHne ycTaHABIMBACT TMOPSAIOK OOpaOOTKM MEPCOHANBHBIX JaHHBIX [lomb3oBareneit
Caiita: pgeiicTBusi mo cOOpy, CHUCTEMaTH3allud, HAKOIUICHUIO, XPaHCHUIO0, YTOYHCHUIO
(0OHOBJICHUIO, U3BMEHEHHIO), YHUUTOKEHHUIO MEPCOHATBHBIX JaHHBIX.

2.4. TlonoxeHne yCTaHABIMBACT 00sI3aTeNbHBIC IS COTPYAHUKOB Omneparopa, 3aeiiCTBOBAHHBIX
B oocimyxuBanuu Caiita, o0Omrue TpeOoBaHUs M MpaBHIIa 1Mo paboTe CO BCEMU BUIAMU HOCHUTEIEH
nHpOpMaLnH, CoAepKAIUMHE NTepcoHanbHbIe naHHbIe [lonp3oBareneii CaiiTa.

2.5. B TlonoxeHun HE paccMaTpUBAIOTCS BOMPOCHI oOecTieueHrst 0€30MacHOCTH MEePCOHATBHBIX
JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TOpPSIIKE K CBEACHHUSAM, COCTABISIOUIHAM
rocyIapcTBEHHYIO TaliHy Poccuiickoit @eneparuu.

2.6. Hemsamu I[TonoxkeHus SIBASIOTCS:

— obecrieyeHre TpeOOBaHUI 3alIMTHI TIPaB U CBOOOJ YEJIOBEKA W TpakAaHWHA MpU 00paboOTKe
MEPCOHATBHBIX JIAHHBIX, B TOM YHUCJIC 3aIUTHI MPAB HAa HEMPUKOCHOBEHHOCTh YACTHOW XKU3HH,
JINYHYIO U CEMEMHYIO TalHY;

— HCKIIIOYCHHE HECAHKIMOHHPOBAHHBIX JCUCTBUI COTpyIHUKOB Omepatopa U JTHOOBIX TPETHHX
JUIl T0 cOOpy, CHUCTEeMaTU3allih, HAKOIUICHWUIO, XPaHCHHUIO0, YTOYHCHUIO (OOHOBICHHIO,
W3MEHEHHIO) TEPCOHANbHBIX [aHHBIX, WHBIX (OPM HE3aKOHHOTO BMEIIATEIbCTBA B
MH(OPMAIIMOHHBIE pPECypChl U JIOKAJbHYIO BBIYHCIUTENbHYIO ceTh Omeparopa, oOecreueHue
MPaBOBOT0O W HOPMATUBHOIO peXUMa KOHQHUIACHIIMATBHOCTH HEIOKYMEHTHUPOBAHHOM
nHpopmaruu Ilomb3oBareneit Caiita; 3ammTa KOHCTUTYIHMOHHBIX TMPaB TPAXKIaH Ha JIMYHYIO
TallHy, KOHQUJCHIMAIBLHOCTh CBEICHHH, COCTABISAIONIUX NEPCOHAIbHBIC IaHHBIEC, W
MpeI0TBpaIcHUE BOZHUKHOBEHHST BOZMOXKHON yTrpo3bl 6e3omacHoctH [lons3oBareneit CaiiTa.
2.7. llpuHunBl 00pabOTKHU MEPCOHANBHBIX TaHHBIX:

— 00paboTKa MepCOHANbHBIX JaHHBIX JOJDKHA OCYIIECTBISATHCS HAa 3aKOHHOM M CIpPaBEIMBOMN
OCHOBE;

— 00paboTKka MEepCOHANBHBIX JAaHHBIX JIOJKHA OTPAaHUYMBATHCS TOCTHIKEHHUEM KOHKPETHBIX,
3apaHee OIpeNelCHHBIX U 3aKOHHBIX 1enedl. He momyckaercs o0OpaboTka MepCOHATBHBIX
JaHHBIX, HECOBMECTUMAS C LIeIsIMU cOOpa MepPCOHATbHBIX JaHHBIX;

— He JIomycKaeTcs o0beMHeHne 0a3 TaHHBIX, COAEPIKAIMX MEepPCOHANIbHBIC TaHHbIE, 00paboTKa
KOTOPBIX OCYUIECTBIISIETCS B LIEJSX, HECOBMECTHUMBIX MEXKIY CO00ii;

— 00paboTke mMOmJIekKAT TOJNBKO TMEPCOHANBHBIC MJaHHBIE, KOTOPHIE OTBEUYAIOT IENsIM HX
00paboTKH;

— coaepkaHue U 00beM 00pabaThIBa€MBIX MEPCOHATBHBIX JAHHBIX JTOJKHBI COOTBETCTBOBATH
3asABJICHHBIM IeisiM 00paboTku. OOpabarpiBaeMble MEPCOHATBHBIC HaHHBIC HE JOJKHBI OBITH
M30BITOUHBIMHE 110 OTHOIIEHUIO K 3asIBIICHHBIM IEJISIM X 00pabOTKH;

— Tipu 00pabOTKE MEPCOHATBHBIX JAHHBIX JOKHBI OBITh 00CCIEYeHBI TOYHOCTh MEPCOHATBHBIX
JAHHBIX, UX JOCTATOYHOCTh, 2 B HEOOXOMMUMBIX CIydasX W aKTyaJIbHOCTh MO OTHOIICHHUIO K
1esiM 00pabOTKH TIEPCOHANIBHBIX JIaHHBIX;

— XpaHEeHHEe MEePCOHATBHBIX JaHHBIX JODKHO OCYIIECTBISATHCSA HE JOJbIIE, YeM ITOrO TpeOyroT
uenu oO0pabOTKH MEPCOHANBHBIX TAaHHBIX, €CJIIM CPOK XpAaHEHHUS NEPCOHAIBHBIX JTaHHBIX HE
yctaHoBiIeH DenepaibHbIM 3aKOHOM, JOTOBOPOM, CTOPOHOM KOTOpOTO sBisieTcs I1onb30Barens;



— oOpabarbIBaeMble MEPCOHATIBHBIC JaHHBIE MOAJICKAT YHUUTOKEHHUIO JTMO0 00€3IMUYNBAHUIO TIO
JTOCTH)KEHUH 1iesiell 00paboTKM WM B Cilydae yTpaTbl HEOOXOAMMOCTH B JOCTHXKEHUH STHX
LIEJICH, €CJIM MHOE HE MpeaycMOTpeHo DeiepaibHbIM 3aKOHOM.

2.8. YcnoBus 00pabOTKH NEPCOHATIBHBIX JAHHBIX.

2.8.1. OOpaborka mnepcoHalbHBIX AaHHBIX Ilomb3oBareneir CaiiTa oOCyIIeCTBISETCA Ha
ocHoBaHuu I'paxnanckoro koxekca P®, Koncturynuu P®, neiicTByromiero 3akoHOJATEIbCTBA
P® B oOnacTu 3amuThl MEPCOHATBHBIX JaHHBIX.

2.8.2. OOpaboTka mepCcOHANBbHBIX MaHHBIX Ha CalTe OCYMIeCTBISIETCS C COONIOIEHUEM
MPUHIIMIIOB U MPaBWI, MPEeTyCMOTPEHHBIX [lonoxkenneM u 3akoHOAaTeIbcTBOM PO.

O0paboTka NepCOHANBHBIX JaHHBIX JTOMYCKAETCS B CICAYIOIINUX CIydasx:

— 00paboTka TEpPCOHANBHBIX MaHHBIX HeoOXoauma mjisi ucrmojib3oBaHus CailTa, CTOPOHOMU
KoToporo siBrsiercst [lonp3oBarens;

— 00paboTKa mepcoHANbHBIX JaHHBIX HE0OXOoauMa Jis 3allUThl JKU3HH, 370POBbS WM HHBIX
KHU3HEHHO BaXHbIX HHTepecoB [Tomp3oBarens CaiiTa, eciy NOTy4YEHUE COINIACUS HEBO3MOXKHO;

— 00paboTka mMepcOoHANbHBIX JaHHBIX HEOOXOAuMMa JJIsl OCYIIECTBICHHUS MpaB U 3aKOHHBIX
uHTepecoB Oneparopa Uil TPETHHUX JIMIL IO JUIs TOCTHXKEHHS OOLIECTBEHHO 3HAYMMBIX LIeJIen
MIPU YCIIOBUH, YTO TIPH 3TOM HE HApyIIArOTCs mpaBa U cBoOob! [lonb3oBareneii Caiira;

— 00paboTKa TMEepPCOHANBHBIX MAHHBIX OCYIIECTBISACTCS B CTATHCTUYECKUX WU HMHBIX
HCCIIEIOBATENbCKUX LENAX, 32 HCKIIOYEHHEM OOpabOTKM MEepCOHANbHBIX MTaHHBIX B LEJSIX
MIPOABMKEHHUST TOBApPOB, PalbOT, yCIyr Ha PBIHKE MyTeM OCYIIECTBICHUS MPSIMBIX KOHTAKTOB C
MOTEHLUAJIbHBIMU MOTPEOUTENSIMU C ITOMOUIBIO CPEACTB CBS3M, a TAKXKE B IEJIAX MOJIUTUYECKON
aruTaluu, Py YCIOBUH 003aTeIbHOTO 00€3TMYHBAHUS TEPCOHATBHBIX TAHHBIX.

2.9. llenn 0OpabOTKH MEPCOHATBHBIX JaHHBIX.

2.9.1. Ob6paborka mnepcoHalbHBIX AaHHBIX Ilomb3oBareneit CaiiTa ocylIecTBIsETCS
UCKITIOUUTEBHO B LIENAX mpenoctapieHus [loap3oBarento BOZMOKHOCTH B3aUMOJEHCTBOBATE C
Caiitom.

2.9.2. CeneHusiMH, COCTaBJISIONIMMU TEpPCOHAJIbHBIC aaHHbIe Ha Caiite, sABISIETCS JrO0as
uH(pOpMaIUsi, OTHOCSIIAACS K OMPEISICHHOMY WIH ONpENe/IieMOMY Ha OCHOBAaHWUU TaKOW
nHpopmaruu huznIecKoMy JIHIY (CyOBEKTY MepCOHANBHBIX JaHHBIX ).

2.10. McTounnky noiny4deHus IepCOHaNbHBIX AaHHbIX [lonp30Bareneii.

2.10.1. Ucrounukom mHpopmarmu 0060 Bcex MEPCOHAIBHBIX AaHHBIX [lomp3oBarens siBisieTCs
HernocpeacTBeHHO caM [lonb3oBaresb.

2.10.2. Uctounukom nHGOPMAIIMH O IEPCOHANTBHBIX JaHHBIX [1ob30BaTeNs SBISIOTCS CBEICHUS,
MOJIy4YeHHBbIE BCIenCTBHE mnpenoctasieHus Omneparopom llonb3oBarento mpaB IMOIb30BAHUSA
Caiitom.

2.10.3. Ilepconanbublie ganuble [lonb3oBareneil OTHOCATCSA K KOH(PHICHIIMAIBLHON HH(OpMaUN
OTrpaHUYEHHOTO JOCTYTA.

2.10.4. OGecnieyeHrs: KOHPHUICHIIMATHLHOCTH MIEPCOHATBHBIX JAHHBIX HE TpeOyeTcs B ciaydae Mx
00e3TMYMBaHUS, @ TAKXKE B OTHOIIEHUH OOIIETO0CTYHBIX EPCOHANTBHBIX JaHHBIX.

2.10.5. Omeparop He uMeeT npaBa cobuparb U 00pabaThIBaTh NEPCOHAIBHBIC JAHHBIC
[Tonp30Batens o ero pacoBOM, HAIMOHAJIBHOW MPHHAJJICKHOCTH, IMOJIUTUYECKUX B3MVISAAX,
PENUTHO3HBIX WM (PUIOCOPCKUX YOSKIACHUAX, YACTHOW >KM3HM, 32 HCKIIOYEHHEM CIydaes,
MIPEyCMOTPEHHBIX JEHCTBYIOUIMM 3aKOHOIATEIbCTBOM.

2.10.6. Omeparop He uMeET NpaBa MOAy4yaTb M O0O0padaThIBaTh MEPCOHAJIBHBIC JaHHBIC
[Tonp3oBaTenss 0 €ro WICHCTBE B OOIIECTBEHHBIX OOBEIWHEHUSX WIH €ro Mpodcoro3HOn
JeSITeIbHOCTH, 32 UCKIIIOYCHUEM CITy4yaeB, IPeayCMOTpEeHHBIX DeepabHbIM 3aKOHOM.

2.11. CnocoOb1 00pabOTKH MEPCOHATBHBIX JaHHBIX.



2.11.1. Tlepconansubie nanubie I[lomb3oBateneit Caiita 00pabaThIBAIOTCS HCKIIOUUTEIBHO C
UCIIOJIb30BaHUEM CPEJICTB aBTOMATU3AIIH.

2.12. TlpaBa cyowsektoB (ITonp3oBareneii) mepcoHaNbHBIX TaHHBIX.

2.12.1. Tlonp3oBarens MMeEET MpaBO Ha NOJIy4YeHUE cBeneHHil o6 Omeparope, 0 MecTe €ero
HaxOoXIeHHs, 0 Hanmuyuu y OnepaTopa NepCOHAIBHBIX JaHHBIX, OTHOCAUIMXCS K KOHKPETHOMY
cyObeKkTy mnepcoHanbHbIX AaHHBIX ([Tonp3oBaTtenio), a Takke Ha O3HAKOMIIGHHE C TaKUMHU
MepPCOHATbHBIMU TaHHBIMH, 32 UCKIIOUEHHUEM CIIy4aeB, MIPEyCMOTPEHHBIX YacThio 8 crarbu 14
3aKoHa O MEPCOHAIBHBIX JAHHBIX.

2.12.2. Tlonp3oBarenp UMeEET MpaBO Ha mnonydeHue ot Omneparopa Mpu JUYHOM OOpaIieHUH K
Hemy 6o npu noiydeHuu OneparopoM MHCbMEHHOro 3amnpoca oT Ilonbp3oBatens ciemyromen
nH(popMaIuu, KacarIencs 00paboTKH ero MePCOHAIBHBIX TaHHBIX, B TOM YHCIIC COIEePIKAIIICH:
— nmoATBepkJIeHHE (akTa 00padOTKU MEPCOHANBHBIX MaHHBIX OnepaTropoM, a TakKe eNlb TaKOH
00paboTKH;

— MpaBOBbIE OCHOBAHUS U IeJTM 00PAaOOTKH NMEePCOHATBHBIX JTaHHBIX;

— 1IeNH | puMeHsieMblie OrepaTopoM crmoco0bl 00padOTKH MTEPCOHAIBHBIX TAHHBIX;

— HAaUMEHOBaHME M MecTo HaxoxaeHus Omeparopa, CBeIEHHS O JHUIaX (32 HMCKIOUYEHHEM
pabOTHUKOB oOmepaTopa), KOTOpble MMEIOT JOCTYN K IEPCOHAJIbHBIM JaHHBIM WM KOTOPBIM
MOTYT OBITh PACKPBITHI IEPCOHAJIBHBIC JaHHbIE HA OCHOBAHUH JoroBopa ¢ OmeparopoM MM Ha
ocHoBaHuU DenepanbHOrO 3aKOHA;

— oOpabarbiBaeMble MEPCOHAIbHBIC JAHHBIC, OTHOCALIMECS K COOTBETCTBYIOLIEMY CyOBEKTY
MEePCOHATBHBIX JAHHBIX, UICTOYHUK MX MOJYYEHUS, €CJIM MHOW MOPSAIAOK MPEIOCTABICHUS TaKHX
JAHHBIX HE mpeaycMoTpeH denepantbHbIM 3aKOHOM;

— CpOKU 00pabOTKH MEPCOHANBHBIX JAHHBIX, B TOM YHCJIE CPOKH MX XpaHEHHUS;

— TOPAJOK OCYIIECTBICHHUA CYOBEKTOM IE€PCOHAJIBHBIX [aHHBIX MpaB, MPEIyCMOTPEHHBIX
®denepaabHBIM 3aKOHOM;

— uHQOpMAIMI0 00 OCYIIECTBICHHOW WIM O NPEANoiaraéMoil TpaHCTPAaHUYHOW Ieperade
JTAaHHBIX;

— HaUMEHOBaHUE WM (paMUIIMIO, UMs, OTYECTBO U AAPEC JIUIA, OCYLIECTBISIONIET0 00paboTKy
MEPCOHANBHBIX JAaHHBIX TO0 TopydeHuio Omeparopa, eciu oOpabOTKa TOpydeHa WM OymeT
Mopy4YeHa TaKoMy JIUILY;

— UHBIE CBeNEHUs, MpeaycMOoTpeHHble DenepanbHbIM 3aKOHOM WIH JAPYTrUMH (deaepaibHbIMU
3aKOHAMU;

— TpeOoBaTh U3MEHEHMS, YTOUHEHHUS, YHUITOXXCHHSI HHPOPMAIIUKA O CaMOM cebe;

— o0kaJloBaTh HENpaBOMEpHBbIC ACUCTBUS WM Oe3feicTBUE MO 00paboTKe MNEpCOHATBHBIX
JaHHBIX U TpeOOBaTh COOTBETCTBYIOINIEH KOMIIEHCAIIUH B CY/IE;

— Ha JIONOJHEHHUE MEePCOHAJBHBIX JAHHBIX OIEHOYHOTO XapakTepa 3asBICHHUEM, BHIPa)KaAIOLIHM
€ro COOCTBEHHYIO TOUKY 3PEHUS;

— ONPEAETATH MPEACTABUTENEH IS 3aIUTHl CBOUX MEPCOHAIBHBIX JaHHBIX;

— TpeboBarh 0T Omneparopa yBenomJieHUS 000 BCeX MPOM3BEICHHBIX B HUX W3MEHEHHUSX WU
UCKJTIOYCHUSAX U3 HUX.

2.12.3. TTonb3oBarenb UMEET MPABO O0OKAIOBATh B YIIOJHOMOUYEHHOM OpTaHE IO 3aIlUTe IpaB
CYyOBEKTOB TMEpPCOHANBHBIX JAHHBIX WJIM B CyAeOHOM MoOpsAake neiicTBus wiu OeszeiicTBue
Omneparopa, €cCiM CUUTAET, YTO MOCJIETHHI OCYHIECTBIAET OOpabOTKYy €ro MepcoHaIbHBIX
JTaHHBIX ¢ HapymeHueM TpeboBanuii denepanbHoro 3akoHa «O MEPCOHANBHBIX JAHHBIX)» WIN
WHBIM 00pa3oM HapylIaeT ero MmpaBa U CBOOOIBI.

2.12.4. ITonp30BaTenp NEPCOHAIBHBIX JAaHHBIX UMEET IIPABO HA 3alLUTY CBOMX IIpaB U 3aKOHHBIX
HMHTEPECOB, B TOM YHUCIJIE HA BO3MEILIEHUE YOBITKOB U (MJIM) KOMIIEHCALIMIO MOPAJIbHOTO Bpena B
CyneOHOM TIOpSITIKE.



2.13. Ob6s3anHOoCcTH Omneparopa.

2.13.1. o ¢daxry nuunHoro obpaimeHus TU00 MPU MOITYYEHUH MHCbMEHHOTO 3ampoca cyObeKTa
NEPCOHAIBHBIX JaHHBIX WIN €ro npeactasurens Oneparop, MpU HATMYUK OCHOBAHUM, 00s3aH B
teuenne 30 aHel ¢ nmarbl oOpamieHus OO MOJY4YeHHs 3ampoca CyObeKTa IepCOHATbHBIX
JaHHBIX WIM €ro IpeICTAaBUTENs IPEeAOCTABUTh CBEJCHUS B 00bEME, YCTaHOBICHHOM
@denepanbHbIM 3aKOHOM. Takue CBEACHUS HOJDKHBI OBITh IMPEJOCTaBICHBI CYyOBEKTY
NEPCOHAJIBHBIX JAaHHBIX B JOCTYIHON (pOopMe, U B HUX HE JOJIKHBI COAEPHKATHCS NEPCOHAIbHBIE
JTAHHBIE, OTHOCSIIUECS K APYTHM CyObeKTaM MepCOHATbHBIX JAHHBIX, 32 HCKIIOUEHUEM CIIy4aeB,
€CJIM UMEIOTCS 3aKOHHBIE OCHOBAHHUS JJIS1 PACKPBITHS TAKUX NIEPCOHANIBHBIX JaHHBIX.

2.13.2. Bce oOpameHus CyObEeKTOB IEPCOHANBHBIX JAaHHBIX WJIM HMX MpeICcTaBUTENEH
peructpupytorcs B JKypHaine ydera oOparieHuil rpaxaaH (CyObeKTOB MEPCOHATBHBIX TAaHHBIX )
0 BOIMIpocaM 00pabOTKU NMEPCOHANTBHBIX JTaHHBIX.

2.13.3. B cnydae oTkKaza B TIPENOCTABICHHH CYOBEKTYy IEPCOHAIBHBIX JaHHBIX WM €ro
NPEICTaBUTENIO TPU OOpalIeHWH JMOO MpH TMOJYyYEHHM 3ampoca CyObeKTa IepCOHATbHBIX
JaHHBIX WJIM €ro MpeACcTaBUTeNsd HHQOpPMALMM O HAIWYMM MEPCOHAIbHBIX JAaHHBIX O
COOTBETCTBYIOIIEM CYyOBEKTE MEepPCOHANbHBIX NaHHbIX Omeparop 00s3aH 1aTh B NMHUCHMEHHOMN
(hopMe MOTUBHUPOBAHHBIN OTBET, CONEPIKAIIMI CChUIKY Ha MOJOXKEHUE YacTH 8 cTaTh 14 3akoHa
O TIepCOHANBHBIX JAaHHBIX WM HHOTO (helepalibHOTO 3aKOHA, SIBIISIONIEECS] OCHOBAaHHEM JIJIs
TaKOTO OTKa3a, B CPOK, He mpeBbimatomuid 30 gHe# co aHs oOpamieHus cyObeKTa MmepcoHaIbHBIX
JAHHBIX WJIM €ro MpeACTaBUTeNs, TUO0 ¢ JaThl MOJTY4YEeHHUs 3ampoca cyObeKTa NMepCOHATbHBIX
JAHHBIX WU €T0 MpeACTaBUTENS.

2.13.4. B ciydae nmomy4yeHHs 3ampoca OT YIOJIHOMOYEHHOTO OpraHa Io 3aIlUTe MpaB CyOBbEKTOB
NEPCOHAIBHBIX JaHHBIX O MPEJOCTABICHUN HMHPOpPMALUHM, HEOOXOAUMOW Ui OCYIIECTBICHUS
NeSTeIbHOCTH YyKa3zaHHOro opraHa, Omneparop o0s3aH COOOIIMTH TaKyl0 HHPOpPMALUIO B
YIIOJTHOMOYEHHBIW OopraH B TedeHue 30 AHeH ¢ JaThl MOJYyYEeHHUs TAKOTO 3ampoca.

2.13.5. B caywae BBIABICHHUS HEMPAaBOMEPHOW O0OpaOOTKM MEPCOHANbHBIX JaHHBIX TpU
oOpallleHnH WM IO 3alpocy CyOBbEKTa NEpCOHAJbHBIX JAHHBIX WIM €ro IpEeACTaBUTENs JIMOO
YIIOJIHOMOYEHHOTO OpraHa Mo 3allUTe NpaB CyOBEKTOB MEPCOHAJBHBIX JaHHBIX Oneparop
00s13aH OCYIIECTBUTH OJOKMPOBAHKME HETPABOMEPHO 00pabaThIBAEMBIX MEPCOHAIBHBIX TAHHBIX,
OTHOCSIIUXCS K 3TOMY CyOBEKTY MEpPCOHAIbHBIX JAHHBIX, C MOMEHTA TaKOTO OOpAIICHUS HIIU
MOJIY4YEeHHUs YKa3aHHOTO 3alpoca Ha NepUo/] IPOBEPKHU.

2.13.6. B cayuae BBISIBIICHUS HENpaBOMEPHOH 0O0pabOTKM MEpCOHANbHBIX JaHHBIX,
ocymecTBisieMoir OneparopoM, MOCIETHUNA B CPOK, HE MPEBBIMIAIOMINNA TPeX padounx ITHEH C
JaThl 3TOTO BBIABICHMSA, OOS3aH TNPEKPATUTh HEMPABOMEPHYIO 00pabOTKy IepCOHATbHBIX
naHHbIX. OO0 ycTpaHEHUHM [OINYIIEHHbIX HapyumeHui Omeparop 00s3aH yBEIOMHUTh CyObEKTa
NEPCOHATBHBIX JaHHBIX WJIM €ro MpeACTaBHTENs, a B Cllyyae eclii oOpalieHue cyObekTa
NEPCOHATBHBIX JIAHHBIX WM €ro MpeACTaBUTENs MO0 3ampoc YNOJHOMOYEHHOIO OpraHa Io
3alIUTe MpaB cyObEKTOB MEPCOHANBHBIX JAHHBIX ObUIM HAIPABJIECHBI YIIOJTHOMOUYEHHBIM OPTaHOM
I10 3alLIUTE IPaB CyOBEKTOB MEPCOHANBHBIX JaHHBIX, TAKXKE YKa3aHHbIN OpraH.

2.13.7. B cnyuyae nocTHXeHMsA LedH OOpabOTKM MEepCOHANbHBIX HaHHBIX Oneparop o00s3aH
IIPEKPATUTh 00PabOTKY MEPCOHAIBHBIX JAHHBIX M YHHUUTOXXHUTh IIEPCOHAJIbHbBIE JaHHBIE B CPOK,
He mpesblmatonyii 30 paboynx gHEH C JaThl JAOCTIDKEHHS Ienu 00pabOTKH IepCOHATbHBIX
TAHHBIX, €CIM MHOE HE IPEAyCMOTPEHO IOrOBOPOM, CTOPOHOM KOTOPOIO SIBISETCS CyOBEKT
NIEPCOHATIBHBIX JAHHBIX.

2.13.8. 3amnpemaercd NPUHATHE HA OCHOBAaHUMU HCKIIOYHUTEIBHO aBTOMATU3UPOBAHHOM
00pabOTKN MEPCOHAIBHBIX JAHHBIX PELICHUH, MOPOXKAAIOUINX OPUIMYECKUE TOCIEACTBUS B
OTHOULIEHNUHU CyOBEKTa NEPCOHAIbHBIX JJAHHBIX MM MHBIM 00pa30M 3aTparvBarolIMX €ro npasa u
3aKOHHBIE UHTEPECHI.



2.14. PexxuM KOH(PUACHIIMAIBHOCTH MTEPCOHATBHBIX JaHHBIX.

2.14.1. Oneparop obecreunBaeT KOHPUACHIIUATHLHOCTh M 0€30MACHOCTh MIEPCOHANBHBIX TaHHBIX
MpU UX 00pabOTKE B COOTBETCTBUH C TPeOOBAaHUSIMH 3aKOHOAATEIHCTBA PD.

2.14.2. Oneparop He pacKpbIBaeT TPETHUM JIMLIAM U HE PaclpOCTpPaHSIET NEPCOHANBHBIE JaHHbIE
0e3 comracus Ha 3TO CyObEKTa MEpPCOHANBHBIX JAaHHBIX, €CJIM HHOE HE MPEIyCMOTPEHO
®denepaabHbIM 3aKOHOM.

2.14.3. B COOTBETCTBUU C TEPEYHEM IEPCOHAIBHBIX JTaHHBIX, 00pabaThIBa€MBIX Ha CalTe,
nepcoHanbHble NaHHbIe [lonp3oBareneit Caiita sBIsAIOTCS KOH(UACHIMAIBHOW HHpOpMaLuei.
2.14.4. Jluma, ocymecTBisomuye o0pabOTKy MEpPCOHANBHBIX ITaHHBIX, OO0si3aHBI COOIIOMATH
TpeOOBaHUS pErTaMEHTHUPYIOIUX AOKyMmMeHTOoB Omeparopa B dYacTu oOecmedeHus
KOH(QHIEHIIMATBHOCTH U 0€30MaCHOCTH MEPCOHATBHBIX TAHHBIX.

3. O0padoTKa nNepcoOHAJbHBIX JAHHBIX

3.1. Ilepeuens 0OpabaThIBaeMBbIX NMEPCOHANBHBIX JaHHBIX [lonbp30BaTeneii:

— damuius;

— UM,

— OTYECTBO;

— TOJT;

— JaTa pOKIACHUS;

— JIOJKHOCTb;

— KOMITaHMS;

— OTpacib;

— PETHOH;

— MOOUJIBHBIH TenedoH;

— DIIEKTPOHHAs [10YTA.

3.2. JIuna, nMerome npaBo A0CTyIa K IEPCOHATIbHBIM JaHHBIM.

3.2.1. TlpaBomM nocTyma K IMEpCOHATBHBIM JAaHHBIM CYOBEKTOB OOJaJar0T JIMIA, HaJelICHHbBIE
COOTBETCTBYIOLIUMH ITOJTHOMOYHSIMH B COOTBETCTBUU CO CBOMMHU CITY>KEOHBIMU O00SI3aHHOCTSIMH.
3.2.2. IlepedyeHp mnuIl, UMEIOIMMUX AOCTYN K MEPCOHAJIbHBIM JAHHBIM, YTBEpPXKIAETCSA
reHepaJibHbIM AupexTopoM Omneparopa.

3.3. [lopsaiok 1 CpOKHU XpaHEHUS MEPCOHANBHBIX TaHHBIX Ha Caire.

3.3.1. Oneparop OCYIIECTBIISIET TOJIBKO XpaHEHUE NMEPCOHANbHBIX JNaHHbIX [lonmp3oBareneil Ha
Caiire.

3.3.2. Cpoku XxpaHeHus IepcoHainbHbBIX JaHHbIX Ilomp3oBareneil Ha CaiiTe oOmpeneneHbl
ycnoBusiMu [101b30BaTeNbCKOrO COIVIAIICHMS, BBOASTCS B JIEUCTBUE C MOMEHTA MPUHATHUSA
(axuenrta) Ilonb3oBareneM gaHHOro coramienus Ha CailTe W JEHCTBYIOT 0 TeX MOp, IOKa
[Tonb30BaTenb HE 3asIBUT O CBOEM KEJIAHUU YAAINTh CBOU IEpCOHANIbHBIE JaHHbIE ¢ CalTa.

3.3.3. B cnyuae ynanenus aanHbix ¢ CailTa mo MHHUIIMATHBE OJHOM M3 CTOPOH, a UMEHHO
npekpaieHus: ucrnonb3zoBanus Caiita, nepcoHanbHble AaHHbIe [lonbp3oBarens xpaHsTcs B 0azax
naHHbIX OnepaTtopa HsTh JeT B COOTBETCTBUH C 3aKOHOAATEIHCTBOM PD.

3.3.4. 1o ucreyeHnu BBIIICYKA3aHHOTO CPOKAa XPAHEHUS MEPCOHAJIBHBIX JaHHbIX [lonb3oBarens
nepcoHaynbHble JAaHHble [loib30BaTens yoansitoTCd aBTOMAaTHYECKHU 3aJaHHBIM aJTOPUTMOM,
KOTOpbIH 3aaaeT Oneparop.

3.3.5. Omneparopom He Benercss 00paboTKa mNepcoHANbHBIX JMaHHBIX Ilomp3oBaTeneit Ha
OyMa)KHBIX HOCUTEISIX HHPOPMAITUH.

3.4. biaokupoBaHKe MePCOHATbHBIX JaHHBIX.

3.4.1. Tlon OGMOKMpPOBaHWEM TMEPCOHATBHBIX JAHHBIX TOHHMMAETCS BPEMEHHOE MpEKpaIiecHue
OmneparopoM ormeparuii mo ux odpadoTke mo TpeboBanuto [lonb3oBaTens Mpu BHISBICHUA UM



HEJ0CTOBEpPHOCTH 00pabaThIBa€MbIX CBEIECHUN WM HEMPaBOMEPHBIX, [0 MHEHHUIO CyObeKTa
MEPCOHANBHBIX JAHHBIX, IEUCTBUI B OTHOUIECHUU €T0 JAHHBIX.

3.4.2. Oneparop He nepeaacT NePCOHANBHBIE JaHHBIC TPETHUM JIUIIAM M HE TTOpyYaeT 00paboTKy
MEePCOHANbHBIX JAHHBIX CTOPOHHUM JHULAM H opraHuzauusMm. l[lepcoHanbHblE TaHHBIE
[Tonp3oBareneii Caiita 00pabaThIBatOT TOJIBKO COTpymAHHMKH Orepatopa (aAMHUHHCTPATOphl 0a3
JaHHBIX U T. J1.), JOIYIIEHHbIC YCTAHOBICHHBIM MOPSIKOM K 00pa0O0TKe MEePCOHANBHBIX JTaHHBIX
[Tonb3oBarenei.

3.4.3. brnokupoBaHue TMEpPCOHANBHBIX JaHHBIX Ha CalTe OCYIIECTBISIETCS Ha OCHOBaHUU
MMCBMEHHOTO 3asIBIIEHUS OT CyObEKTa MePCOHATBHBIX TAHHBIX.

3.5. YHUYTO)XXEHNE IEPCOHANIBHBIX JaHHBIX.

3.5.1. Tlon yHMYTOXEHHUEM MEPCOHAIBHBIX JAHHBIX IMOHUMAIOTCS JEUCTBUSA, B PE3YJIbTATE
KOTOPBIX CTAHOBUTCSI HEBO3MOXKHBIM BOCCTAaHOBUTH COJIEpKAaHUE MEPCOHANIbHBIX JAHHBIX Ha
CaiiTe w/unm B pe3ysbTare KOTOPHIX YHHUTOXKAIOTCS MaTepuaibHble HOCUTEIH MEPCOHATbHBIX
TAHHBIX.

3.5.2. CyOBbeKT nepcoHaIbHBIX JAaHHBIX BIIpaBE B MUCbMEHHOU (hopMe TpeOoBaTh YHUUTOKCHUS
CBOUX MEPCOHANIBHBIX JAHHBIX B CIy4ae, €CIU MEePCOHAIbHBIC JAHHbBIC SIBISIOTCS HEMOJHBIMHU,
yCTapeBIIMMH, HEJOCTOBEPHBIMHU, HE3aKOHHO MOJIYYEHHBIMU WJIM HE SIBJISIOTCS HEOOXOAMMBIMU
JUTSL 3asIBJICHHOM 11eTT 00paboTKH.

3.5.3. B ciaydae OTCYTCTBUS BO3MOKHOCTH YHHYTOXEHHUS IMEPCOHAIBHBIX HaHHBIX Omeparop
OCYIIECTBIISIET OJTOKUPOBAHUE TAKUX MEPCOHATHHBIX TAHHBIX.

3.5.4. YHUUYTOXXEHUE TIEPCOHAIIBHBIX JTAHHBIX OCYIIECTBISIETCS IyTEM CTHpPaHUs WHQPOpMAIUU C
WCIIONB30BAaHUEM CEPTU(UIMPOBAHHOTO TMPOTPAMMHOTO OOECIEUeHHsI C TapaHTHPOBAHHBIM
YHUUTOXKEHHEM (B COOTBETCTBUH C 3aJaHHBIMH XapaKTEPUCTHUKAMHU Uil YCTAaHOBJIEHHOTO
MIPOrPaMMHOTO 00ECTICYCHHSI C TAPaHTUPOBAHHBIM YHHUTOXKCHHEM).

4. CucreMa 3alIUTHI NEPCOHATbHBIX JaHHBIX

4.1. Mepsl 110 o0ecriedeHr o 6e30MacHOCTH IEPCOHANIBHBIX TAHHBIX MPU UX 00paboTKe.

4.1.1. Omeparop mpu 00pabOTKE MEPCOHANBHBIX JAHHBIX O0s3aH MPUHUMATh HEOOXOIMMBIS
MIPaBOBbIC, OPTaHW3AIMOHHBICE M TEXHUYECKHE MEphl WM O0eCreyrBaTh WX MPHHATHE IS
3alUTHl TIEPCOHATBHBIX JIAHHBIX OT HEMPABOMEPHOTO WIU CIIyYailHOTO JIOCTyNa K HUM,
YHUUYTOKEHUS, U3MEHEHHUsI, OJOKUPOBaHMS, KOMUPOBAHMUS, MPEIOCTABICHHS, PACIPOCTPAHCHHS
MEePCOHATBHBIX JAaHHBIX, & TaKXKe OT HWHBIX HEMPaBOMEPHBIX JEHCTBUH B OTHOIICHUU
MIEPCOHATILHBIX JAHHBIX.

4.1.2. O6ecnieueHne 0€30MaCHOCTH NEPCOHATBHBIX JAHHBIX IOCTUTAETCS, B YACTHOCTH:

— OMpeaeNeHHEeM yrpo3 O€30MacHOCTH TEPCOHANBHBIX JaHHBIX TpPH HX 00paboTke B
MH(OPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX TaHHBIX;

— TPUMEHCHHEM OpraHW3allMOHHBIX M TEXHHYECKUX Mep MO0 oOecreueHHio Oe30MacHOCTH
MEPCOHANBHBIX JAaHHBIX MPU HX O0paboTKe B WHGOPMAIIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX
JAHHBIX, HEOOXOAMMBIX JIJIsl BHITIOJTHEHUS TPEOOBaHMIA K 3allIUTE TIEPCOHAIBHBIX JTaHHBIX;

— TPUMEHEHUEM TIPOIICAIINX B YCTAHOBICEHHOM MOPSIKE MPOIEAYPY OLEHKH COOTBETCTBUS
CpPEACTB 3alUThl HHPOPMAIINH;

— O1eHKOH 3(h(HEKTUBHOCTH MPUHUMAEMBIX MEp MO 00ecrieueHUI0 0€30MaCHOCTH MEePCOHATBHBIX
JAHHBIX JIO BBO/IA B OKCILTyaTaluio HHPOPMAIIMOHHON CHCTEMBI TIEPCOHAIBHBIX JTaHHBIX;

— YYETOM MAIIMHHBIX HOCUTEJIEH MePCOHATbHBIX TaHHBIX;

— oOHapyxeHHeM (aKTOB HECAHKIIMOHUPOBAHHOTO JOCTyNa K TIEPCOHAIBHBIM JaHHBIM H
MIPUHITHEM MeEp;

— BOCCTAHOBJICHHEM TMEPCOHAIBHBIX JAHHBIX, MOIU(DUIMPOBAHHBIX WU YHHUYTOXKCHHBIX
BCJIE/ICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYyTA K HUM;



— YCTQHOBJICHMEM IIpaBUJ JOCTyla K IEepCOHAJbHBIM JaHHBIM, oOpalOaTbiBaeMbiM B
MH(OPMAITMOHHON CHUCTEME MEPCOHATBHBIX MAHHBIX, a Takke 00eCleYeHHeM pEerucTpanuu u
ydeTa Bcex JAEMCTBHIA, COBEPIIAEMBIX C IEPCOHAILHBIMU JaHHBIMHU B HH(GOPMAIIMOHHOI crcTeMe
MEePCOHATBHBIX TAHHBIX;

— KOHTPOJIEM 3a MPUHHUMAEMbIMH MEpaMu MO OOeCHeYeHHI0 O0e30MacCHOCTH MEePCOHATBHBIX
JTAHHBIX U YPOBHS 3alUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM NIEPCOHAIBHBIX JTaHHBIX.

4.1.3. Jlns uenewt [Tonoxkenust moj yrpo3aMu 0€301aCHOCTH TIEPCOHANIBHBIX JTAHHBIX TTOHUMAETCS
COBOKYITHOCTh YCJIOBUU U (DaKTOPOB, CO3JAONIUX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM
Yyclie CIy4yallHOro, JOCTyna K MEepCOHAIbHBIM JAaHHBIM, PE3YJIbTaTOM KOTOPOTO MOTYT CTaTh
YHUUTOXCHHE, W3MEHEHHE, OJOKHpOBaHME, KOMHPOBAHHE, MPENOCTABICHHUE, PACIIPOCTPAHEHUE
MEepPCOHANBbHBIX JAHHBIX, a TaKKe HHbIe HEMpaBOMEpHbIE AEWUCTBUA NpU UX 00paboTke B
WHGOPMALIMOHHON CHUCTEMEe MEepPCOHANBHBIX MaHHBIX. [log ypoBHEM 3alUIIEHHOCTH
MEepPCOHANbHBIX JaHHBIX IMOHUMAETCS KOMIUIEKCHBIM IOKa3aTelb, XapaKTepHu3yIoIHni
TpeOOBaHUs, HCIIONHEHHWE KOTOPBIX OOECIeYrBaeT HEUTpaIU3alldio OINPEACIECHHBIX YIPo3
0€30MaCHOCTH TIEPCOHAIBHBIX JaHHBIX MPH HUX 00paboTke B HH(POPMAIMOHHOW CHCTEME
MEePCOHATBHBIX TAHHBIX.

4.2. 3amuinaeMpie CBEJCHUS O CYObEKTE MePCOHATBHBIX JaHHBIX.

K 3amumiaempiM CBEICHHUSIM O CyOBEKTE NMEPCOHANBHBIX NaHHBIX Ha CaiiTe OTHOCATCS JaHHbIC,
MO3BOJIAIONINE MACHTU(ULIUPOBATh CYOBEKT MEPCOHANBHBIX JAHHBIX W/WIH TMOIYYUTh O HEM
JIOTIOJTHUTENbHBIE CBEICHUS, TIPEIYCMOTPEHHBIC 3aKOHOATEeIHLCTBOM U [lonokeHneM.

4.3. 3ammimaeMpie 00BEKTHI IEPCOHATBHBIX JTAHHBIX.

4.3.1. K 3amumaemMbiM 00beKTaM MepCOHANBHBIX TaHHBIX Ha CaiiTe oTHOCATCS:

— 00BeKThl HMH(pOPMATH3AMK M TEXHUYECKHUE CPEJCTBA AaBTOMATU3UPOBAHHOW 0O0pabOTKH
nH(pOpMaIH, colepKaIlel TepCOHANBHBIC TaHHBIC;

— uH(opMaImoHHbIE pecypchl (0a3bl NaHHBIX, (Galiabl U Ap.), CoAepkamue HHPopManw 00
MH(OPMAITMOHHO-TEIEKOMMYHHUKAITMOHHBIX CHCTEMaX, B KOTOPBIX MUPKYIUPYIOT MEPCOHATHHBIC
JaHHbIE, O COOBITHSX, MPOU3OMICAIINX C YNpaBIsIeMbIMU OOBEKTaMH, O IUIaHAaX OOecreueHus
6ecriepe0oiHON pabOTHI M MPOLIEAYpax Mepexoa K YIPaBICHUIO B aBAPUIHBIX PeXKUMAaX;

— KaHajbl CBSI3M, KOTOpBIE HCIIONB3YIOTCSA [UIsl Tepefadd NepCOHAIbHBIX [aHHBIX B BHJE
MH(OPMATUBHBIX IEKTPUUECKUX CUTHAIOB U (PU3MUYECKHX TOJICH;

— OTYYXKJaeMble HOCUTENU WH(OPMAIIUU HA MarHUTHOM, MAarHUTHO-ONITUYECKOW U MHON OCHOBE,
MIpUMEHsIEMbIE /11 00paOOTKH MEPCOHANBHBIX JTAHHBIX.

4.3.2. Texnonoruueckass uHpopmanusi 00 WHPOPMAITMOHHBIX CHCTEMaX U JJIEMEHTaX CHUCTEMBbI
3aIUTHI IEPCOHATBHBIX TAHHBIX, MTOJIEKAIAs 3aIUTE, BKIIOYACT:

— CBEICHHSA O CHCTEME YIpPaBJIE€HHUS JOCTYINOM Ha OOBEKTHl MH(pOpMaTHU3allMM, HAa KOTOPBIX
OCYIIECTBIIIETCS 00pabOTKa ePCOHABHBIX JaHHBIX;

— ynpaisitomas WHpopManus (KOHPUTYpanuoHHBIE (aiiiabl, TaOMHIBI MapIIpPyTH3ALNH,
HACTPOWKH CUCTEMBI 3aIUTHI U TIP.);

— TexHoJoruueckas uHoOpMamus CpeACTB JOCTylla K CHCTeMaM YIpaBlIEHUS
(ayrenTudukanmonnas nHGopMarys, KJIOUU U aTpuOyThl JOCTYMa U JIp.);

— XapaKTepUCTUKHU KAaHAJIOB CBSI3M, KOTOpbIE MCIONB3YIOTCA [UIsl TepeAaddl MepCOHATbHBIX
JAHHBIX B BUJIC HH)OPMATUBHBIX IMEKTPUUECKUX CUTHAIOB U (PU3MUYECKUX TIOJIEH;

— uHbopManus O CpPEACTBaX 3alllUThl MEPCOHANBHBIX [AaHHBIX, UX COCTAaBe U CTPYKTYpE,
MPUHIIMIIAX ¥ TEXHUYECKHUX PEIICHUSIX 3alUThL;

— cIIy>)keOHbIe JTaHHbIE (METalaHHbIE) MOSBISIOMNECS MPH paboTe MPOrpaMMHOTO 00ECTIICUCHHSI,
COOOIIEHU W MPOTOKOJIOB MEKCETEBOTO B3aUMOACUCTBHS, B pe3ylbrare 00paboTKu
MEePCOHATBHBIX TAHHBIX.

4.4. TpeGoBaHMsI K CHCTEME 3alTUTHI IEPCOHAIBHBIX JTaHHBIX.



Cuctema 3amuMThl MEPCOHAJBHBIX JaHHBIX JOJXHA COOTBETCTBOBAaTh TpeOOBAHUAM
nocranoBnenust IlpaBurenscta or 01.11.2012 Ne 1119 «OO6 yTBepxkaeHHH TpeOOBaHHHA K
3alIMTe MEepPCOHAJNbHBIX JAaHHBIX HpU HX 00paboTke B HHPOPMALMOHHBIX CHCTEMax
NIEPCOHAIBHBIX TAHHBIX).

4.4.1. CucreMa 3amuThl IEPCOHATBHBIX JAHHBIX JOJKHA 00€CTIeYnBaTh:

— CBOEBPEMEHHOE OOHapyKeHHE W MpPEIOTBPALCHUE HECAHKIIMOHHMPOBAHHOTO JOCTYyINa K
MEepPCOHATBHBIM JIaHHBIM U (WJIM) Mepeladyd MX JIMIaM, He MMEIOLIUM IpaBa JOCTyNa K Takou
uHpOpMaLny;

— HeNOoNyIIEeHHEe BO3JEHUCTBUS HAa TEXHUYECKHE CpENICTBA aBTOMAaTU3MPOBAaHHOW 00pabOTKU
MEPCOHATIBLHBIX JAHHBIX, B PE3YJIbTaTe KOTOPOTO MOXKET ObITh HApYIIEHO UX ()YHKIIMOHUPOBAHHE;
— BO3MOXHOCTb HE3aMEIJIHUTEIbHOTO0O BOCCTAHOBJIEHHUS MEPCOHAJbHBIX JaHHBIX,
MOJM(PHUIMPOBAHHBIX WJIM YHUUYTOKEHHBIX BCIIEACTBUE HECAHKIIMOHUPOBAHHOTO IOCTYMA K HUM;
— MOCTOSIHHBIN KOHTPOJIb 32 00€CTeYeHHEeM YPOBHS 3alUIIIEHHOCTH MEPCOHANBHBIX JaHHBIX.
4.4.2. CpenctBa 3alMThl HHPOPMAIIUH, IPUMEHsSIEMbIe B MH()OPMAIIMOHHBIX CHUCTEMAX, JOJKHBI
B YCTaHOBJICHHOM MOPSAKE MPOXOIUTH MPOLEYpPy OLEHKHU COOTBETCTBUSI.

4.5. Metonbl U cnocoObl 3aIUTHl HHPOPMALMU B UHPOPMAITMOHHBIX CHUCTEMAX MEPCOHATBHBIX
JAHHBIX.

4.5.1. Metoap! ¥ criocoOBI 3alUTH HHPOPMAIIMH B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
naHHbIx Orneparopa JOKHBI COOTBETCTBOBATh TPEOOBAHUSIM:

— mnpukaza OCTIOK or 18.02.2013 Ne 21 «O06 yrBepxkaenun CocTaBa M COIEpKaHHA
OpPraHMU3aIMOHHBIX U TEXHUYECKUX MEp MO0 00eCTedeHnI0 0e30MacCHOCTH MePCOHATBHBIX JaHHBIX
npu ux 00paboTke B MH(HOPMAIIMOHHBIX CHCTEMaX NePCOHATBHBIX JAHHBIX);

— mnpukaza O®CBb or 10.07.2014 Neo 378 «O06 ytBepxkaennn CocTaBa W COACPKAHUSA
OpPTraHU3aIMOHHBIX U TEXHUYECKUX MEP MO 00eCTeueHUI0 Oe30MaCHOCTH MEPCOHANBHBIX JaHHBIX
nmpu ux o0paboTke B MH(YOPMALMOHHBIX CUCTEMaX MEPCOHAIBHBIX NAHHBIX C HMCIIOJIb30BaHUEM
CpeAcTB Kpuntorpadpuyecko 3amuThl HHGOpPMAIUU, HEOOXOIWMBIX ISl BBIIOJHEHHS
ycTtaHoBieHHBIX [IpaButensctBOM Poccuiickoir ®Pexepanuu TpeOOBaHWN K 3aluTe
MEPCOHATBHBIX JAHHBIX JJIS KaXJ0TO M3 YPOBHEW 3aIIMIIEHHOCTH» (B Cllydae ONpeieieHUs
OnepaTopoM HEOOXOAWMOCTU HCIOJIb30BAHUSA CPEACTB KpHUNTOrpaduuecKoi 3amiuThbl
uHpopManuu Ut obecnedeHust 6€30MacHOCTH MEPCOHANBHBIX TAHHBIX).

4.5.2. OCHOBHBIMH METOIaMH W crmoco0aMu 3anmuThl HHGOpPMANMK B WH(POPMAITMOHHBIX
cUcTeMaxX NepCOHAJbHBIX JAaHHBIX [lonb3oBarenel SBISIOTCS METONBI W CHOCOOBI 3alUTHI
nH(pOpMaIuu OT HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIy4aifHOTO, JOCTyMa K MePCOHATbHBIM
JAHHBIM, PE3yJbTaTOM KOTOPOTO MOMKET CTaTb YHHUYTOXXCHHME, HM3MEHEHHe, OJOKHpOBaHHE,
KOMUpPOBaHHE, pacHpoOCTpaHEHUE MEPCOHANbHBIX JAaHHBIX, a TakKXe HHBIX
HECaHKIIMOHUPOBAHHBIX JCUCTBUH (1aniee — METOABI U criocoObl 3amuThl nHGopmanuu ot HCJI).
4.5.3. Bweibop um peanuzanuss METOIOB U crocoOoB 3amuThl HHpopmanuu Ha CaiiTe
OCYIIECTBIISIETCSI B COOTBETCTBUM C PEKOMEHIAIUSAMH PETYJIATOPOB B 0ONACTH 3alIUTHI
nnpopmarun — ®CTIK Poccun u ®CB Poccun, ¢ yuerom omnpeaensemsix OneparopoM yrpos
0€30MacHOCTH NEPCOHANBHBIX JaHHBIX (MOAENM YIrpo3) M B 3aBUCUMOCTH OT KJjacca
MH(POPMAITMOHHOM CUCTEMBI.

4.5.4. BoiOpaHHble M peaqu30BaHHBIE METOIBI W CHOCOOBl 3amuThl uMHpopmanuu Ha Caiite
JOJDKHBI 00€CIeurBaTh HEMTpaIU3alUIo MPeanojaraéMbIX yrpo3 6€30MacHOCTH MEePCOHATBHBIX
JAHHBIX MPU X 00paboTKe.

4.6. Mepsl 3amuThl ”HGOPMAIIMH, COCTABIISIONICH MEpCOHATBHBIC TaHHBIC.

4.6.1. Mepbl mo oxpaHe 0a3 JAaHHBIX, COACPXKAIIUX IEPCOHAIBHBIC JaHHBIC, MPUHUMAEMbIe
OnepaTopoM, T0JKHBI BKIIIOYATh B ce0sl:

— onpezeNeHre nepeuHst HHPpOpPMAaIH, COCTABIISIONIEH epCOHAIbHBIC JaHHBIE;



— OrpaHHYeHHE JOoCTyna K HH(OpMaluu, coiepkauieil MepcoHalbHble IaHHbIE, ITyTEM
YCTaHOBJIICHHS TIOPsiIKa OOpaIleHus ¢ 3Toi MHPOpMaIe 1 KOHTPOJIA 32 COOMIOICHUEM TaKoro
Mopsi/IKa.

4.6.2. Mepsl mo oxpaHe KOH(PUICHIMAIBHOCTH HH(OpPMALMU MNPU3HAIOTCI Pa3yMHO
JOCTAaTOYHBIMH, €CIIH:

— UCKJIIOYAeTCs JOCTyHn K TMEepCOHAJIbHBIM JaHHBIM JIOOBIX TPEThUX IMIl 0e3 coriacus
Oneparopa;

— o0ecrneunBaeTCss BO3MOXXHOCTh HCIIONIb30BaHUST MHGOpPMAIUK, CONEpKaIlel MepcoHaIbHbIC
naHHbIe, 0€3 HapyLIeHHs 3aKOHOAaTEeNIbCTBA O MEPCOHAIBHBIX JaHHBIX;

— npu pabore ¢ Ilonb3oBareneM ycTaHaBIMBaeTCs Takoil MopsAok jaedcTBuil Omneparopa, mpu
KOTOPOM O0ecreuynBaeTcsi COXPAaHHOCTh CBEJECHUN, COAEpKaIINX I[epCOHAIbHBIE JaHHbIC
[Tonw3oBareis.

4.6.3. IlepcoHanbHble AaHHBIE HE MOTYT OBITH HCIIOJNB30BAHBI B IENSAX, MPOTHBOPEYAIINX
TpeboBanusaM @DexepanbHOTO 3aKOHA, 3aU[UTHl OCHOB KOHCTHUTYIMOHHOTO CTpOS,
HPaBCTBEHHOCTH, 3/I0POBbS, MPaB U 3aKOHHBIX MHTEPECOB JPYTrHX JHI, oOecredyeHus: 000pOHbI
CTpaHbl ¥ 0E30MaCHOCTH TOCYAApCTBA.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce corpymauku OmepaTtopa, OCYIIECTBISIOMIME O0paOOTKYy MEPCOHANBHBIX aHHBIX,
00s13aHbI XpPaHUTh TallHy O CBEICHHUAX, COJEPKALINX NEepCOHAIbHbIE JaHHbIE, B COOTBETCTBUU C
[Tonoxkennem, TpeOOBaHUSIMU 3aKOHOAATENbCTBA PO.

4.7.2. Jluuna, BUHOBHBIE B HapylieHHUH TpeOoBaHui I[lomoskeHus, HECYyT MPeTyCMOTPEHHYIO
3aKOHOIATEeNbCTBOM P®D OTBETCTBEHHOCTD.

4.7.3. OTBETCTBEHHOCTh 3a COOJIOACHHE PEXUMa TEPCOHAIBHBIX JTAHHBIX IO OTHOIICHHUIO K
MEePCOHATBHBIM JTaHHBIM, HaXOAsSImUMcs B 0Oazax naHHbBIX CaifTa, HECYyT OTBETCTBEHHBIC 3a
00paboOTKy MEepCOHAIBHBIX JTAHHBIX.

5. 3akarounTeabHbIE MOJOKEHUS

5.1. B cayuae HM3MEHEHMs IEHCTBYIOLIETO 3akoHonarenbcTBa P®d, BHECEeHUS H3MEHEHHWIl B
HOPMATUBHBIE JOKYMEHTHl MO 3alllMTE€ NEpCOHAJbHBIX MaHHBIX Hacrtodmee I[lomoxenue
JIEUCTBYET B YaCTH, HE MPOTUBOPEYALIEN IEHCTBYIOLIEMY 3aKOHOAATEIBCTBY 0 IPUBEICHHS €r0
B COOTBETCTBHUE C TAKHMMH.

5.2. VYcnoBus nHactosimiero llonoxkeHuss yCTaHABIMBAIOTCS, HW3MEHSIIOTCS U OTMEHSIOTCS
OmnepatropoM B OJJHOCTOPOHHEM TIOpsiIKe Oe3 mpeaBaputeabHoro yseaomiaeHus [lonp3osarens. C
MoMeHTa pa3menieHuss Ha Caiite HOBOM penakiuu [lojoxeHuss npenpLaymias peaakius
CUMTAETCS YTPATUBILEH CBOIO CHily. B cilyyae CyleCTBEHHOTO M3MEHEHHS YCIOBUM HACTOSIETO
Cornamenust Onepatop u3Bemaer o0 stom Ilomp3oBareneit mytem pasmernenust Ha Caiite
COOTBETCTBYIOIIETO COOOIICHUSI.

5.3. Ecnu Ilonb3oBarenb HE COMIaceH € yCIOBHsAMHU Hactosiero [loioxeHusi, TO OH JOJKEH
HEMEIUICHHO YyAaluTh cBoW mnpodunp c¢ CaliTa, B NPOTUBHOM CcCJIydae MPOJOIKCHUE
ucnonb3oBanusi Ilonb3oBarenem Caifta o3navaet, uto [lonb3oBaTenb cornaceH € yCIOBHSIMU
Hactosmero Ilonoxenus.



